Network Flow Monitoring -
Integration of ntop & Checkmk
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Agenda

WHY NETWORK FLOW MONITORING?
WHAT IS NTOP?

HOW IS NTOP INTEGRATED IN CHECKMK?
HOW DO | GET IT?

Q&A?!

o h L DM RH
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Integrate network flow monitoring in Checkmk

What you already get from Checkmk

What you might want to do in addition

e Network performance monitoring & metrics
¢ Bandwidth (e.g. bits in/out)
e Packet rate

e Errorrate
e Network interface status and speed

e (Default) Thresholds / alarming

T
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Deeper root cause analyses (e.g. quick
identification of network bottlenecks)

Network flow analyses (e.g. top talkers, ...)

In-depth performance monitoring (e.qg. delay,
round-trip-times, ...)

Support threat detection (e.g. quick
identification of threats like DDoS attacks)

© + ntop



Flows - data summarized for a set of packets

A ‘Flow’ is a set of packets with a set of common properties. Vice versa, all packets of e.g. a web
session can be summarized in a flow.

Typical flow data tells you that...

4) ...for 5 days, 15

6) ...transferring
hours, 09 minutes and

2) ...by a client, which

350.26 GB of data

communicated with... 21 seconds...

Application Protocol Client Server Duration Score Breakdown Actual Thpt Total Bytesv  Info

m IPsec & A UDP 116.202.64.94:ipsec-nat-t KellerstraBe:ipsec-nat-t 5 Days, 15:09:21 60 20.96 Mbit/s ¥ 350.26 GB

1) An IPsec flow... 3) ...a server with

5) ...equally distributed

an alias set... between client and server...
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Various protocols & sources
provide flow data

Switch Router Miscellaneous
e SFlow e NetFlow v5/v9 e Mirror Port
¢ NetFlow Lite e cBPF

o |PFIX




ntop — a specialist in network
flow analyses (and more!)

Software company from Pisa, Italy

Started as open source project in 1998 evolving into fully

fledged software solution for network flow analysis, DPI, ...

Independent from third-party companies

Serving many customers for more than 10 years

0 tribe29 nfop

ntop



Standard ntop architecture

Analysis console Collector Exporter/Device

nProbe

ntopng J < Mirror port /
REST:API ‘
—> Q d

y m
i ) sFlow
< D
1&
nProbe m
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Dashboard

A

Alerts

Exporters

Interface

¢ »

Settings

<>
Developer

[ #h tcp://127.0.0.1:5556 ~ ]—’—46.40 VIV A 4 [ 128 O [ 393 D3] 0 pevices [1,072 Flows ]

Traffic Dashboard

tcp://127.0.0.1:5556: Top Local Talkers

build-dc14-001.tribe29.com
fw.tribe29.com
review.lan.tribe29.com
build-dc4-001.tribe29.com
monitoring.lan.tribe29.com
support.tribe29.com

10.1.2.229

The top talkers

(hosts in your
network with
largest traffic)

tcp://127.0.0.1:5556: Top Remote Destinations

178.248.246.154
192.168.4.100
188.193.219.176
95.216.118.249
tauschzone.de
51.116.156.32

212.114.227.32 [KellerstraBe]

The top remote
destinations

(where all the
traffic is going)
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Actual Traffic
27.69 Mbit/s
18.36 Mbit/s P
18.24 Mbit/s

4.6 Mbit/s ¥
2.06 Mbit/s P
1.26 Mbit/s P

890.69 kbit/s P

Actual Traffic

4.71 Mbit/s
2.29 Mbit/s M
90.79 kbit/s P
56.56 kbit/s ¥
44.93 kbit/s P
19.03 kbit/s ¥

5.08 kbit/s ¥

tcp://127.0.0.1:5556: Realtime Top Application Traffic

@ Unknown IPsec
@ HTTP_Proxy SSH

OTLS CHECKMK

28.80 Mbit/s

24 Mbit/s
20 Mbit/s

1

16 Mbit/s

12 Mbit/s

8 Mbit/s

4 Mbit/s

08:59:03 09:37:03 10:15:03

tcp://127.0.0.1:5556: Top Application Traffic Last Day
View

@ Unknown IPsec @ TLS CHECKMK

@HTTP_Proxy SSH
614.56 Mbit/s

560 Mbit/s
480 Mbit/s
400 Mbit/s
320 Mbit/s
240 Mbit/s
160 Mbit/s ‘ i .

80 Mbit/s | | I

22:46:40

10:19:00

S h . .
S Searc Real-time views:

Top applications,

top interfaces

Network Interfaces: Realtime Traffic

@ tcp://127.0.0.1:5556
31.38 Mbit/s

28 Mbit/s
24 Mbit/s
20 Mbit/s
16 Mbit/s
12 Mbit/s
8 Mbit/s
4 Mbit/s
0

08:59:03 09:37:03 10:15:03

Network Interfaces: Last Day View

@ tcp://127.0.0.1:5556
841.49 Mbit/s
800 Mbit/s

640 Mbit/s
480 Mbit/s

320 Mbit/s

160 Mbit/s

22:46:40 10:21:03

Last Day views: Top applications,

top interfaces



[ # tcp://127.0.0.1:5556 ~ ] /" 22.80 Mbit/s ) EEEE @O Q

Actions: Can directly
explore the alert further,

ﬂ 3

Dashboard Engaged Alerts Past Alerts Flow Alerts ShOWS alertS, Characterized by disab|e or de|ete
A Past Alerts duration, severity and alert type
Severity ¥
Date/Time Duration Count Severity Alert Type Drilldown Description Actions
02:55 ago 02:00 1 m @ Threshold Cross (O} Minute host_score crossed by host host-88-217-171-218.customer.m-online.net [240 > 200] £ e
ExnoLtars 01:55 ago 01:00 1 [ Error | € TCP SYN Scan Host 10.200.2.29 is under SYN Scan [59 > 30 SYN received] £¢
] 03:55 ago 03:00 1 m &€ TCP SYN Scan Host jira.lan.tribe29.com is a SYN Scan attacker [72 > 50 SYN sent] £
Interface
a 03:55 ago 01:00 1 [ Error ] & TCP SYN Scan Host 10.200.2.29 is under SYN Scan [65 > 30 SYN received] £
Settings 05:55 ago 01:00 1 [ Error | @ Threshold Cross @ Minute host_score crossed by host host-88-217-171-218.customer.m-online.net [260 > 200] & [ Explore |
sevsepe
07:55 ago 01:00 1 [ Error | @ Threshold Cross @ Minute host_score crossed by host host-88-217-171-218.customer.m-online.net [261 > 200] & [ Explore |
09:55 ago 01:00 1 [ Error | @ Threshold Cross @ Minute host_score crossed by host tauschzone.de [220 > 200] & [ Explore |
09:55 ago 01:00 1 [ Error | @ Threshold Cross @ Minute host_score crossed by host host-88-217-171-218.customer.m-online.net [221 > 200] & [ Explore |
10:11:01 02:00 1 [ Error | @ Threshold Cross O} Minute host_score crossed by host host-88-217-171-218.customer.m-online.net [210 > 200] & [ Explore |

AN QRN (Tl Alert type .




[ M tcp://127.0.0.1:5556 ~ ]

Summary view: Understand Filters to adapt summary view

development over time
Alerts Dashboard P
Begin Date/Time: End Date/Time: Time Window: Flow Alerts Involving:
24/03/2020 09:26:53 a 24/03/2020 10:26:53 & Last Hour B All Hosts B
Update Dashboard
Overview Flow Alert Origins Flow Alert Targets Past Alerts Engaged for Longest
Host Total Alerts Host Total Alerts Alarmable Duration
Exporters
MNMWNMMM 222.186.30.57 3 192.168.4.100 5 host-88-217-171-218.cust... 03:00
L]
Interface 116.202.64.94 2 10.3.1.225 1 10.200.0.7 03:00
Last Hour
o 10.1.1.210 1 212.114.227.32 1 51.116.156.32 02:00
Settings - 60 1‘363
Last Minute Last Hour Last Day 10.1.21 1 23.129.64.159 1 10.200.2.9 01:00
<
DEeEEr 23.129.64.159 1 10.200.2.4 01:00
Severity Type Duration Counts
71%
Oiher‘
48.2%
= Threshold Crc
446%
"CP SYN Scan
1 OD.I}%‘ 1 OD.D'?(: 1 (ID.D%‘
Error [1.5) min Closed

© 10:27:28 +0100 | Uptime: 9 Days, 11:28:44

ntopng Enterprise Edition v.3.9.200314 | © ® 1998-20 - ntop.org

0 tribe29 n‘l'op Alert distributions: % split by severity, type, ... "



| M icoinzzo0ssss - | ERTIYIR 4 s [16 0 331 0 o Devices [ 21 Flows Filter flows in many dimensions to quickly

zoom in on your focus areas

»
e Recently Active Flows
A 3333 v Hosts~v Status~ Direction~ Applications ¥  Categories ¥ IP Version~  Protocol ¥  Flow Exporter ¥
rere Application Protocol Client Server Durationv Score Breakdown Actual Thpt Total Bytes Info
(info | TLS & TCP fw.tribe29.com:https 188.194.100.134:64966 01:11:28 0 el 0 bps 2.33GB
[info | ? Unknown TCP fw.tribe29.com:29418 build-dc4-001.tribe29.co...:44246 00:01 0 ] 0 bps 3.93 MB
[info | ? Unknown TCP fw.tribe29.com:29418 build-dc4-001.tribe29.co...:44244 00:01 0 ! 0 bps 3.93 MB
Exporters (info| ? Unknown UDP 2a01:4f8:fff0:36::2:51787 2a02:568:0:2::53:domain <1 sec 0 0 bps 764 Bytes
- (info | ? Unknown UDP 2600:9000:5305:1a00::1:domain 2a01:4f8:fff0:36::2:58679 < 1sec 0 (Server] 0 bps 361 Bytes
isyiece [info ? Unknown UDP 2600:9000:5307:3d00::1:domain 2a01:4f8:fff0:36::2:62513 <1sec 0 0 bps 465 Bytes
5en?195' m ? Unknown TCP fw.tribe29.com:29418 build-dc14-001.tribe29.c...:35428 <1sec 0 ] 0 bps 3.94 MB
B co DNS s UDP fw.tribe29.com:59496 184.85.248.128:domain <1sec 0 0 bps 240 Bytes
DL [info ] ? Unknown TCP fw.tribe29.com:29418 build-dc14-001.tribe29.c...:35426 <1sec 0 } 0 bps 3.93 MB
c DNS 1l UDP 45.54.67.65:domain fw.tribe29.com:57112 <1sec 0 0 bps 244 Bytes
[info | ? Unknown UDP 2001:502:8cc::30:domain 2a01:418:fff0:36::2:54230 < 1sec 0 Sq 0 bps 997 Bytes
[info | ? Unknown UDP 2610:1c8:b001::108:domain 2a01:4f8:fff0:36::2:59535 < 1sec 0 0 bps 244 Bytes
[info | ? Unknown TCP fw.tribe29.com:29418 build-dc4-001.tribe29.co...:44242 < 1sec 0 ] 0 bps 3.93 MB
m ? Unknown TCP fw.tribe29.com:52022 KellerstraBe:51802 <1sec 0 B 0 bps 24.25 KB
(info | ? Unknown TCP mx.tribe29.com:36018 fw.tribe29.com:ldaps < 1sec 0 0 bps 5.44 KB
(info | DNS s UDP fw.tribe29.com:57792 184.85.248.128:domain <1sec 0 0 bps 272 Bytes
(Info ] 2 Unknown UDP 2610:1¢8:b002::108:domain 2a01:4f8:fff0:36::2:60019 <1sec 0 0 bps 257 Bytes
(info ] ? Unknown UDP 2600:1480:e800::c0:domain 2a01:4f8:fff0:36::2:564901 <1sec 0 0 bps 238 Bytes
(info | ? Unknown UDP 2610:1c8:b001::107:domain 2a01:48:fff0:36::2:58975 <1sec 0 0 bps 198 Bytes
[info | ? Unknown UDP 2610:1c8:b001::10 < 1sec 0 0 bps 208 Bytes

Recently active flows

0 trine29 n‘l'op Order by multiple dimensions for ”
root cause analysis




# tcp://127.0.0.1:5556 ~ kIR LISV A 2 [ 121 0 [ 167 L1 ] 0 Devices ] 2,585 Flows Can explore a host in many dimensions (tabs):

Traffic, packets, ports, peers, ...

@ »
Dashboard N
Host: 195.201.19899 @ Traffic Packets Ports Peers ICMP Applicatons DNS TLS SSH Flows A a B
A »
Alerts
IP Address 195.201.198.99 [ 195.201.198.99/32 ] Host Pool: Not Assigned &
Name build-dc4-001.tribe29.com (4 £
Score la 0—
A Active Alerted Flows 1=
First / Last Seen 14/03/2020 22:58:54 [9 days, 11:17:45 ago] 24/03/2020 10:15:04 [01:35 ago]
Exporters
Sent vs Received Traffic Breakdown Revd
(]
Interface Traffic Sent / Received 359,437,096 Pkts / 198.6 GB — 1,031,381,125 Pkts /1.2 TB =
o S As Client As Server
Settings
Recently Active Flows / Total / Total Anomalous &, O/ o= [2e=[(Q == 12=/161371=—/11=—/0—
<> ° .
Bl Peers: Active 0= 4—
Reset Host Stats
Additional Host Names Source Name
DNS Resolution build-dc4-001.tribe29.com
Download _‘5 JSON

0 tribe29 n‘l'op Detailed view of a host in ntop 15




Integrations available from
Checkmk 1.7

¢ Traffic dashboard: Main dashboard (top talkers etc.) available
in Checkmk

e Alerts:
¢ Provide ntop “detected alerts” list + “alert summary” in Checkmk

¢ Allow specific ntop alarms to trigger notifications in Checkmk
¢ Flows: Flow information available in Checkmk
¢ Host details: Relevant ntop data looking at a host in Checkmk

¢ ntop graphing building blocks: Enables specific ntop
graphics to be included in views

13



[ # tcp://127.0.0.1:5656 ~ ] e Y LY VLTl 4125 0| 393 2 ] 0 Devices | 1,072 Fiows) Q  Search s~
@ .
- Traffic Dashboard
a
Alerts tcp://127.0.0.1:5556: Top Local Talkers Actual Traffic  tcp://127.0.0.1:5556: Realtime Top Application Traffic Network Interfaces: Realtime Traffic
build-dc14-001.tribe29.com 27.69 Mbit/s P @ Unknown IPsec  @TLS CHECKMK @ 1cp://127.0.0.1:5556
@HTTP_Proxy (/SSH 31.38 Mbit/s
fw.tribe29.com 18.36 Mbit/s 4 2880 Mbitls 28 Mbitls
review.lan.tribe29.com 18.24 Mbit/s P 24 Mbit/s 24 Mbitfs
. ) . 20 Mbit/s I 20 Mbit's
build-dc4-001.tribe29.com 4.6 Mbit/s ¥
Exporters 16 Mbit/s 16 Mbit/s
monitoring.lan.tribe29.com 2.06 Mbit/s 1 !
12 Mbit/s 12 Mbit/s
h . .
- support.tribe29.com 1.26 Mbit/s 8 Mbit/s 8 Mbit/s
P 10.1.2.229 890.69 kbit/s # Moit's 4 Mbit's
Settings 0 0
08:59:03 09:37:03 10:15:03 08:59:03 09:37:03 10:15:03
Traffic (ntop) emkadmin (ad
tep://127.0.0.1:5556: Top Local Talkers Actual Traffic tcp://127.0.0.1:5556: Realtime Top Application Traffic MNetwork Interfaces Realtime Traffic
fw.tribe29.com 137.95 Mbit/s itfs 3 it/s
i i; EE:;‘:; B Amazon [MCHECKMK 18 bet'rs Wtcp://127.0.0.1:5556
B review.lan.tribe29.com 5.55 Mbit/s 20 kpitis-|  ISSH H1s 16 Mbit/s -
18 Kbit/s - 14 Mbit/s -
I build-dc4-001.tribe29.com [Buildserver DC4] 4.66 Mbit/s 16 Kb?t."s— 12 Mbit/s
14 Kbitjs — 10 Mbit/s -
B 159.69.72.2 [Buildserver DC14] 1.75 Mbit/s E is:;'::: 8 Mbit/s -
I 10.1.2.87 595.96 kbit/ & Kbitfs o w 6 Mbiti's
e : s & Kbit/s 4 4 Mbit/s |
4 Kbit/s )
I monitoring.lan.tribe29.com 238.62 kbit/s 2 Kbit/s M—/—VI 2 Mbit/s 4
0 T T T — 0 T T T 1
B 10.2000.22 178.68 Kbit/s 17:34:00 17:34:15 17:34:30 17:34:45 17:34:00 17:34:15 17:34:30 17:34:45
tcp:/f127.0.0.1:5556: Top Remote Destinations Actual Traffic tcp:/f127.0.0.1:5556: Top Application Traffic Last Day View MNetwork Interfaces Last Day View
I p2ESAESA1.dip0.t-ipconnect.de 301.9 kbit/s
4 Kbitfs M Amazen CHECKMK 100 Mbit/s Wtcp:71127.0.9.1:5556
B 212.114.227.32 [KellerstraBe] 4.88 kbit/s 3.5 Kbit/s M coogle 90 Mbit/s
3 Kbit/s 80 Mbit/s
ip-178-201-107-97.hsi08.unitymediagroup.de 4.36 kbit/s ) 70 Mbit/s
) I 2.5 Kbit/fs 60 Mbit/s
: S::::'E"" B 79.239.37.174 1.75 kbit/s 2 Kbitis 50 Mbit/s

1.5 Kbit/s 1 40 Mbit/s i



[mcpzmzzo.on:ssse v] P XLV LBl 1] 135.0] 411 2] 0 Devices | 0 Flows Q  Search

@ »

Dashboard Engaged Alerts Past Alerts Flow Alerts

Past Alerts

10 v Type~ Severity v

Date/Time Duration Count Severity Alert Type Drilldown Description Actions
02:55 ago 02:00 1 m @ Threshold Cross (e} Minute host_score crossed by host host-88-217-171-218.customer.m-online.net [240 > 200] & m
BREEiEE 01:55 ago 01:00 1 [ Error | &) TCP SYN Scan Host 10.200.2.29 is under SYN Scan [59 > 30 SYN received] £
) 03:55 ago 03:00 1 [Error | € TCP SYN Scan Host jira.lan.tribe29.com is a SYN Scan attacker [72 > 50 SYN sent] &
Interface
P 03:55 ago 01:00 1 [Error | @ TCP SYN Scan Host 10.200.2.29 is under SYN Scan [65 > 30 SYN received] &
checkmk Hanaged Interface 116.202.64.94, Host fw.tribe29.com cmkadmin (admin) 17:18 )
Host Traffic Packets Ports Peers Apps Engaged alerts Past alerts Flow alerts
Filter by date Filter by time
250
80
- 200 - .
150 Additional filter
40 100 . .
20 50 options in Checkmk
0 0
Mar 15 Mar 22 Mar 29 Apr 05 Apr 12 Apr 19 0 2 4 6 8 10 12 14 16 18 20 22 24
Filter by description Type Flow Misbehaviour v Severity All v
S Showing 1-20 of 1661 (filtered Total: 2773 ) Last @ Next
¥ My Bookmarks
@  Status of Host fw.t Date Severity Alert type Score Description Actions
@ Status of Host Frit 3 o - - Elephant Flow (Remote to Local Traffic) [Exceeding 1 GB] [Flow: [ 116.202.64.94:4500 KellerstraRe:4500]
21.4.2020 17:17:30 E Flow Misbehaviour (UDP] [Application: IPsec] [ Explore ]
A . . Elephant Flow (Local to Remote Traffic) [Exceeding 1 GB] [Flow: ipbcc26486.dynamic.kabel...:61080 I
214.202017:1620 G Flow Misbenaviour 116.202.64.94:443] [TCP] [Application: TLS] o) 15

+ - - 95 91 254 141-7979 6.202.64.94-443
21.4.2020 17:05:35 Error Flow Misbehaviour Eli;:‘hiljt,F,l.?,“ﬂlicicﬂ.ti Remote Traffic) [Exceeding 1 GB] [Flow: 95.91.254.141:7979 [ 116.202 443]



[ M tcp://127.0.0.1:6556 ~ ] N B A 4] 116 0] 331 0 ] 0 Devices ] 21 Flows |

»

Dashboard

Recently Active Flows
A

Alerts

Application Protocol Client
(info | TLS & TCP fw.tribe29.com:https
[info | ? Unknown TCP fw.tribe29.com:29418
(info | ? Unknown TCP fw.tribe29.com:29418
2 -A£Q. 2@,
S [info | ? Unknown (§]n]3] 2a01:4f8:fff0:36::2:51787
-~ (info | ? Unknown UDP 2600:9000:5305:1a00::1:domain
Interface (info | ? Unknown uDP 2600:9000:5307:3d00::1:domain
e (Info] ? Unknown TCP fw.tribe29.com:29418
Settings
p [info DNS sy UDP fw.tribe29.com:59496
<
Developer [info ] ? Unknown TCP fw.tribe29.com:29418

Flows (ntop)

Hosts  All hosts v Status  All flows

Showing 1-20 of 30 Last Next

Application

CHECKMEK TCP

My Bookmarks
tat

TCP

Overview
Hosts

Host Groups
Services
Service Groups

TCP
CHECKME TCP

CHECKMIK TCP T toring.lan.tribe29.c...:

3333 v Hosts~
Server

188.194.100.134:64966
build-dc4-001.tribe29.co...:44246
build-dc4-001.tribe29.co...:44244
2a02:568:0:2::53:domain
2a01:4f8:fff0:36::2:58679
2a01:4f8:fff0:36::2:62513
build-dc14-001.tribe29.c...:35428

184.85.248.128:domain

build-dc14-001.tribe29.c...:35426

1cpi127.0.0.1'5556 v || 1.64 Mbit/s - 159 ] 0 Devices 3617 Flows

¥ Direction All flows

Server

Status v  Direction v
Durationv
01:11:28
00:01
00:01
<1sec
< 1sec
< 1sec
<1sec

<1sec

<1sec

v Applications : CHECKMK

Applications ~

v

All applications
Amazon

DNS

HTTP
HTTP_Proxy
ICMP
ICMPVE
IMAPS

LDAP
MS_OneDrive
Microsoft
MsSQL-TDS
MySQL

NTP

lec

lec

Score

0

0

0

0

0

0

0

0

0

Score

0
0
0
0
0
0
0
0
0
0
0
0
0

Q | Search a
Categories ¥ IP Version~  Protocol ¥  Flow Exporter v
Breakdown Actual Thpt Total Bytes Info
Sef 0 bps 2.33GB
] 0 bps 3.93 MB
! 0 bps 3.93 MB
| Server | 0 bps 764 Bytes
(Server] 0 bps 361 Bytes
0 bps 465 Bytes
} 0 bps 3.94 MB
0 bps 240 Bytes
} 0 bps 3.93 MB
cmkadmin (admin) 17:30 ()
Breakdown Actual Thpt Total Bytes Info
JEETET 997.15 kbit/s 243.45 KB
QSERET £55.08 kbit/s 241.36 KB
JEERET .35 Mbit/s 164.8 KB
JSETET o bit/s 164.76 KB
JEETE 135 Mbit/s 164.4 KB
JEERET 1.31 Mbit/s 159.39 KB
INNSSTERN o bit/s 105.9 KB
JEETE o bit/s 105.42 KB
SERET 576.14 kbit/s 70.33 KB
SRS 573.65 kbit/s 70.03 KB
NSEETE o bit/s 69.37 KB
AEETET 545.96 kbit/s 69.21 KB
OINNSSHEAN o bit/s 68.8 KB

16



#h tcp://127.0.0.1:5556 ~ Rl NV A 2 [ 121 0 [ 167 O ] 0 Devices | 2,585 Flows | Q  Search S -
o
Dashboard N
Host: 195.201198.99 @A Traffic Packets Ports Peers ICMP Applicatons DNS TLS SSH Flows ) e B €
A
Alerts
IP Address 195.201.198.99 [ 195.201.198.99/32 ] Host Pool: Not Assigned @
Name build-dc4-001.tribe29.com (£ &
Score |« 0—-
A\ Active Alerted Flows 1—
First / Last Seen 14/03/2020 22:58:54 [9 days, 11:17:45 ago] 24/03/2020 10:15:04 [01:35 ago]
Exporters
Sent vs Received Traffic Breakdown
h
Interface Traffic Sent / Received 359,437,096 Pkts / 198.6 GB — 1,031,381,125 Pkts /1.2 TB =
checkmk o Interface 116.202.64.94, Host fw.tribe29.com cmkadmin (2dmin) 17:18 £))
Hosts Pre s Unhandled Stale
m - - n Host Traffic Packets Ports Peers Apps Engaged alerts Past alerts Flow alerts
Prc s Unhandled Stale
S D ) ) e 116.202.64.94
Evi Unhandlec Stale Name I 116.202.64.94
Engaged Alerts 0
Score 45
Active alerted flows 31 ED
First / Last Seen 2020-04-05 00:49:02 [17 d ago] 2020-04-21 17:18:2% [13.0 5 ago]
Sent vs Received Traffic Breakdown Sent _
Traffic Sent / Received 3,442,359,178 Pkts / 3.04 TB 2,378,843,555 Pkts / 1.74 TB
As client As server
Active 15 1068
Total 1304361 18938175
Flows
Misbehaving 72094 23783
VIEWS Unreachable 0 0
Peers: Active 12 6

P Overview

[ [P,



It‘'s demo time



Get network flow monitoring with Checkmk 1.7

Product Consulting & Support

Purchase: Checkmk-ntop-integration add-on:

e ntop resold by Checkmk e Checkmk or Checkmk partner

¢ Checkmk-ntop integration addon (MKP)

Download: Ntop: Two major options

e Checkmk-ntop integration add-on from e 1st/2nd level come in via Checkmk support /

Checkmk Checkmk partngr, routed to ntop specialist
partner, who delivers support (D, EN, IT). 3rd
¢ ntop download directly from ntop servers or level from ntop

via appliance option _
¢ Directly from ntop

Our focus: make the experience as much , one-face-to-the-customer” as possible

0 tribe29 niop 19



Any gquestions?

tribe29



Thank you

tribe29 GmbH
Kellerstrafie 29
81667 MUnchen
Deutschland

Web — tribe29.com
E-Mail — mail@tribe29.com



