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Retrospective

● Default Password removed
● Livestatus now restricted by Xinetd
● Best Practice Checks included



  

Mandatory Access Control

● On DAC users may assign any privileges to a 
file

● MAC systems prohibit users assigning to broad 
privileges

● On UNIX MAC may even confine the root user



  

Linux MAC

● SELinux
● AppArmor
● SMACK
● Grsecurity
● ...



  

SELinux History

● Initiated by the NSA in the 1990s
● First released 2000 as GPL code
● Included first in Fedora Core 2
● Today available in 

– Fedora
– RHEL/CentOS/OL
– Debian (not default)



  

SELinux

● Default Deny
● Everything is about Labels

– Processes
– Files
– Any Resource

● Rules allow processes to access resources 
based on labels



  

Simple Example

● Process Apache
– system_u:system_r:httpd_t:s0

● Webpage /var/www/html/index.html
– unconfined_u:object_r:httpd_sys_content_t:s0

● Rule
– allow httpd_t httpd_sys_content_t:file { getattr ioctl 

lock map open read };



  

Where do the Labels come from?

● Everything is stored in the policy
● Files are labeled on the filesystem

– xattr
– setcon/restorecon

● Processes may change their label during 
creation



  

SELinux and Check_MK

● Check_MK Monitoring Host
– Running Check_MK Raw/Enterprise Edition

● Check_MK Monitored Host
– Running Check_MK Agent

● Xinetd
● SSH



  

Check_MK Monitored Host: Agent

● Default invocation: xinetd
– Type: inetd_child_t
– Extensive access required
– This access is granted other xinetd 

services as well
● Via ssh as root

– Running unconfined
– No restrictions



  

Agent SELinux Policy Module

policy_module(check_mk_agent, 1.1.0)

########################################

#

# Declarations

#

type check_mk_agent_t;

type check_mk_agent_exec_t;

unconfined_run_to(check_mk_agent_t, check_mk_agent_exec_t)

inetd_tcp_service_domain(check_mk_agent_t, check_mk_agent_exec_t)

unconfined_domain(check_mk_agent_t)

type check_mk_agent_var_lib_t;

files_type(check_mk_agent_var_lib_t)

files_var_lib_filetrans(check_mk_agent_t, check_mk_agent_var_lib_t, { dir file lnk_file })



  

Caveats

● Who uses all plugins?
● Who uses all local scripts?
● Who may know what people come up with?



  

Check_MK Monitoring Server

● All services running as unconfined_service_t
● Even apache
● Only required changes:

bin/omd must be initrc_exec_t

http_can_network_connect → true



  

Check_MK Monitoring Server

● Policy Module (2015)
– ~/share/doc/check_mk/treasures/selinux/

● Assigning appropiate types to OMD files
● Confining Apache



  

Treasures SELinux Policy Module

● Written for RHEL 6 (needs tweaks for RHEL 7)
– commplex_port_t → commplex_main_port_t

● Only works for the first site (port 5000)
● No domains for

– Check_MK Microcore
– Liveproxyd
– ...



  

Optimal: SELinux Policy Module

● Separate Domains:
● cmc
● liveproxyd
● icmpsender
● icmpreceiver
● mkeventd
● rrdcached



  

Community Effort

● Check_MK may do so many things
● Everything needs to be allowed
● Not all can be tested by myself

https://code.opensource-security.de/os-s/checkmk-selinux



  

Discussion

?



  

Bücher
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