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Ralf Spenneberg

● OpenSource Training
● OpenSource Security

● Seit 2013 Partner der Mathias Kettner GmbH
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Security

● Monitoring Security Parameters
● What Systems are monitored?
● The security of these systems may

not be compromised!
● Sensitive Data must be protected!
● The Monitoring must be protected



  

Security Parameter

● Successful Backups
● Validity of Certificates of SSL/TLS Services
● Blacklists



  

Agent

● Does not accept any data over the network
● Manual Installation on the target system
● The admin manages the Agent

➔Send Data

➔Selection of additional Plugins

➔Required Logins of Plugins



  

Agent - Added Security

● SNMP
➔Views

➔ACLs

➔SNMPv3

● Agent
➔only_from

➔Embedded Encryption (1.4.0)

➔ Invocation via SSH



  

SNMP

access-list 99 permit 192.168.222.74

snmp-server view mkview system included

# snmp v1/v2

snmp-server community checkmk view mkview RO 99

# snmp v3

snmp-server group mkgroup v3 priv read mkview access 99

snmp-server user mkuser mkgroup v3 auth md5 mk-pass priv aes 128 mk-encrypt



  

OMD

● Administration done as site user
● Password/Public Key login possible
● All processes use the site user

● Apache

● CMC/Nagios

● etc

● Root access only required for
● Creation, removal and renaming of the sites

● Update of the OMD/Check_MK Edition



  

Multisite / WATO

● Default user omdadmin/omd
● HTTPS

● Apache of the OS

● User management
● Separate admin accounts

● LDAP connections
● LDAP is clear text!
● SSL/TLS required



  

Distributed Monitoring

● Livestatus via TCP 
● No restrictions by default
● Livestatus does not support any authentication 

nor authorization
● Livestatus supports commands!



  

Distributed Monitoring 
Added Security

● At least restrict the IP addresses
● ~site/etc/xinetd.d/mk-livestatus: only_from

● Better use SSL/TLS 
● Stunnel may be used as proxy



  

SSL/TLS Connections

● Use valid certificates!
● Place certificate authorities in OS SSL store
● Do not disable certificate checks!
● Otherwise Man-in-the-Middle attacks are 

possible



  

Agent Bakery

● Pro
● Centrally stored configuration

● Documentation

● Local adaption possible

● Separate agents per host

● Con
● Potential sensitive data stored centrally

● Local files may be overwritten



  

Automatic Agent Updates

● Signature using RSA Keys
● Download via HTTPS 
● Registration required

● Administrative account

● Master Switch
● Host restriction
● Signature passphrase 

protected



  

Automatic Agent Updates

● Pro
● Always current agents

● Con
● (Almost) all configuration must be stored centrally

● Admin of the target host  loses control of the agent

● Local files may be overwritten automatically



  

Automatic Agent Updates

Authenticity of agent and plugins
required



  

Diskussion

?



  

Bücher
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